
DATASHEET

Unique intelligence feeds and 
APT reports from the industry’s 
top professionals
Threat Intelligence from ESET’s world-renowned experts 
delivers in-depth feeds and APT reports. Get a unique 
perspective on the threat landscape and improve 
your organization’s cybersecurity posture.

Key benefits
GET UNIQUE 
INSIGHTS

ESET gathers threat intelligence from 
a unique range of sources and has 
unparalleled in-the-field experience that 
helps you fight increasingly sophisticated 
cybersecurity attacks.

STAY AHEAD OF 
ADVERSARIES

ESET follows the money, specifically 
monitoring those places where we have 
detected APT groups that target Western 
companies: Russia, China, North Korea, 
Iran. You’ll know about new threats first.

MAKE CRUCIAL 
DECISIONS, FASTER

Anticipate threats and make 
faster, better decisions thanks to 
comprehensive ESET reports and curated 
feeds. Reduce your exposure to prevailing 
threats, forewarned by experts.

IMPROVE YOUR 
SECURITY POSTURE

Informed by ESET intelligence feeds, 
enhance your threat hunting and 
remediation capabilities, block APTs 
and ransomware, and improve your 
cybersecurity architecture.

AUTOMATE THREAT 
INVESTIGATION

ESET technology searches for threats 
constantly, across multiple layers, from 
pre-boot to resting state. Benefit from 
telemetry on all countries where ESET 
detects emerging threats.

ACCESS UNPARALLELED 
EXPERTISE

ESET has invested in building the 
world’s leading cybersecurity team, 
and 13 R&D centers worldwide. We use 
machine learning to help automate 
decisions, but our people stand behind 
threat evaluation.

ESET Threat Intelligence helps your security teams 
overcome information overload, fight cyber threats 
before they arrive, and accelerate your response 
to incidents. With a stream of curated data that is 
relevant to your organization, we empower your 
engineers to prioritize emerging threats quickly and 
easily, leaving them with more time to proactively 
implement new defenses.

That’s because instead of responding reactively, ESET 
Threat Intelligence provides insight on future business 

risks and unknown threats. By providing insights 
into threat actors, attack vectors and indicators of 
compromise, your security teams can reduce incident 
response times. Advance warning of attacks mean you 
get more time to prepare, and know what to look out for.

Our data feeds mean your security teams can respond 
more quickly when an incident does occur. Instead of a 
long, manual process, ESET Threat Intelligence allows 
incident response teams to quickly understand and 
respond to data breaches.



DATASHEET

ESET Threat Intelligence APT reports PREMIUM

THREAT 
RESEARCH
ACTIVITY SUMMARY

* This report and its contents have been provided for distribution within your organization only

Issue:
AS-2021-0007

1 April – 15 April, 2021

* This report and its contents have been provided for distribution within your organization only

This is an excerpt from an APT report provided to ESET Threat Intelligence customers

LAZARUS GROUP

Group overview

The Lazarus Group, active since at least 2009, is responsible for high-profile incidents such as the Sony Pictures 
Entertainment hack in 2016, tens-of-millions-of-dollar cyberheists in 2016, the WannaCryptor (aka WannaCry) outbreak 
in 2017 and a long history of disruptive attacks against South Korean public and critical infrastructure at least since 2011 
until today. The diversity, number, and eccentricity in implementation of Lazarus campaigns define this group, as well as 
that they perform all three pillars of cybercriminal activities: cyberespionage, cybersabotage and pursuit of financial gain. 

Activity summary 

Operation In(ter)ception

Operation In(ter)ception is ESET’s name for a series of attacks attributed to the Lazarus group. These attacks have been 
ongoing at least since September 2019, targeting aerospace, military, and defense companies. The operation is notable 
for using LinkedIn-based spearphishing and employing effective tricks to stay under the radar. Its main goal appears to be 
corporate espionage. 

A new version of the Stage 1 downloader surfaced on VirusTotal at the beginning of April 2021. The main functionality 
and the structure of the malware remain the same, however the authors introduced 1-Byte XOR encryption of important 
strings such as URLs, User-Agent, and HTTP headers, so they cannot be easily read during static analysis. 

Victimology / Business verticals 

Aerospace, military, and defense companies. 

Infection vector 

N/A 

Post-compromise activity 

N/A 

IoCs 

Operation In(ter)ception 

Detec�on Win64/Intercep�on.G 

PE compila�on 
�mestamp 2020-02-04 18:01:33 (Timestomped) 

Date 2021-04-07 00:08:38 

MD5 2CBE0BEA035DB9240CEB338CF9EA7FE6 

SHA-1 9A8B7F11104156F0DF4F07827EC12E5C2300C4EE 

SHA-256 40B6CBCC594D3696952E90FA15CCD733EBC2777554092E8C15694334274E5B90 

Filename c.exe

Descrip�on Stage 1 loader. 

C&C 

https://kehot.com[.]ar/Pubs/menus.jpg 

https://www.meisami[.]net/css/search.css 

https://www.sfaonweb[.]com/pdf/{A76E7D01-6BAF-4FE4-98E0-.pdf 

https://amon-werbeartikel[.]de/Media/Uploaded/chrisen.png 

About ESET
NEXT-GEN DIGITAL SECURITY FOR BUSINESS
WE DON’T JUST STOP BREACHES—WE PREVENT THEM

Unlike conventional solutions that focus on reacting to threats after they’ve been executed, 
ESET offers an unmatched AI-powered prevention-first approach backed by human expertise, 
renowned global Threat Intelligence, and an extensive R&D network led by industry-acclaimed 
researchers—all for the continuous innovation of our multilayered security technology. Experience 
unparalleled protection from ransomware, phishing, zero-day threats and targeted attacks with 
our award-winning, cloud-first XDR cybersecurity platform that combines next-gen prevention, 
detection, and proactive threat hunting capabilities. Our highly customizable solutions include 
hyperlocal support. They offer minimal impact on endpoint performance, identify and neutralize 
emerging threats before they can be executed, ensure business continuity, and reduce the cost of 
implementation and management. In a world where technology enables progress, protect your 
business with ESET.

www.eset.com

Get APT reports you 
can act on – quickly 
and accurately

Enrich your view of 
threats, based on 
unique telemetry

WITH APT REPORTS, YOU GET:
✓ Access to private, in-depth technical analysis

✓ APT activity summary reports

✓ A monthly summary for your C-level executives

✓ Direct access to an ESET cybersecurity professional

✓ Access to our MISP server

✓ Integrating ESET telemetry is simple and
will enrich your TIP, SIEM or SOAR.

✓ We have a comprehensive API with
full documentation.

✓ We supply data in standardized formats
– such as JSON and STIX feeds via TAXII
– so that integration into any tool
is possible.

ESET THREAT 
INTELLIGENCE 
FEEDS
✓ Highly curated data

✓ Actionable content

✓ Low false positives

✓ Frequent updates

✓ Comprehensive API

AVAILABLE DATA 
FEEDS
○ Malicious files feed
○ Botnet feed
○ APT feed
○ Domain feed
○ URL feed
○ IP feed

Integrate ESET 
Threat Intelligence 
into your system

WE HAVE STEP-BY-STEP 
INTEGRATION MANUALS FOR FAST 
AND EASY IMPLEMENTATION:
○ IBM
○ QRadar
○ Anomali

○ MS Azure Sentinel 
○ OpenCTI
○ ThreatQuotient


