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Coronavirus disease (COVID-10 X

« C @ |9 & hittps:fftracershield.ca

Search Canada.ca n

June, 23,2020

T

Covid 19 Tracer Appis amobile contact tracing app that helps to let you

COVID-19in Canada

Covid-19 Tracer App

GET IT ON
Google Play

Let's work together to stay safe

know if you've bheen exposed to COVID-12 - orif you've exposed others -
while protecting your privacy.

Quicklyidentifyingandisolating positive casesis animportant part of cur
Download the application from our server now, The Google Play

o ) responseto the COVID-12 pandemic, and preventing the spread.
wversion is still under approval. Please use the latest version,

The mere Canadians who veluntarily download and use the app, the safer

Problems launching the app? we'll be, and the faster we can reopen the economy.

Health -
I*I Cgﬁ;da ggﬂfda

Contact us News Prime Minister
Departments and agencies Treaties, laws and regulations Ahout government
Contact us Covernment-wide reporting OCpen government

Social media Mohbile applications About Canada.ca Terms and conditions Privacy
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https://github.com/eset/cry-decryptor
https://www.welivesecurity.com/2020/06/24/new-ransomware-uses-covid19-tracing-guise-target-canada-eset-decryptor/
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https://github.com/eset/malware-ioc/tree/master/quarterly_reports/2020_Q2

| ="

0o
0o

ESET OFHETHS N CTE D]

g = A

APT

I

A

PIREIINE) JIL—T & Z DK

=147

=

Ramsay : T7F v w7y ND—TJRICHARIIA AN
BAN—=ZANAY—=]LF v b

ESET DIfRE(F. T7F v v TV RTLANDOEYEZINE - BT DKL DICHRAINAXINTE
FTUWSAN=ANNAY—)bF v hZEFEE UF U, ESET DIZREN Ramsay &z LfcZ DY —
JLFw b, OFAARZXLZN U CERIND —EORREEZIRBEULET, COOT XAHZXAIR.
WEEZZIEITDEHIC. T—IDRHEU., FHlfHll. BRUKFEFBNDILEZEITI DIcshDE
FANGA VT UI TV AZRBUETR T, Fe. BEURIVATLDOEES KUY R T LAFGETDIETR
HI/ELE T, Ramsay DEZLGRREBECIF. T7AILDINEERURA MU—Y, OY Y RETT. 1A
E NI

PCEHFIBICEYT 2DONILEIEEE CY ., Ramsay @ Spreader IV N—X% > M&E. T 7 A UG —
JLEUTEMEL., IRRANT 7 AI)LDEITEFIC KU A—ENDEEDHSD Ramsay 7P—T 1 T 770 b
HEEBOHIADBIWT, xRy 8 T—TJDUL=—NTIVRSATERY ND—THERS AT LDE
EIRPE J7A)VDEISZLS A UE T, Spreader [ THWEIN T, RIENTKEASDICHIE T
BDOREMZRAT DIEDITEN RS A T(CFET D PERIT T 7 A )UHBREDHRERI T T,

ESET DFERBRI(CELDE. Ramsay (F. EEUETU—LAT—TDEXRIETRAVRAIVAICED
WCREZVNS DNMTo>TWVE U, IMNIE. Ramsay D#EEEMMENNL. EM{ELTWS I &%
2RULET,

WelLiveSecurity 07505 [22]

Mikroceen : R7 I 7P DKRKFRwY NDO—J THIHE N

AINANYIT RT

ESET (& Avast E B U T, £K<HD/Nwv T R7HEE [Mikroceen] (ESET h'anid) ZfwATc. I
<HBISNEZ T ELLLTLWBDUE— N7 ERY—)U (RAT) ZHFERABLE Ulc, HEDHTD
ER. IR ITVDREHS IO (BRBEESEFEFEBRUNREZEFT) [CHITBDA/NAEFHT
ERINTLE Mikroceen ZHE UE UTe,

WBERIREZRIIDRY NI —TJICRHUTRNG 7 It AEZES L. T7AIVDRIEERT
=23y bORBREHNTIRRERI KU, HEEDT /NA RIE. C&CY—N—D05SUE—MECIE
SNBEIRXREIKRIANY R ZRITI BN G K UT,

T A N—/)\NAEEAICHEEI N/ Mikroceen DTS4 72 b —IN—FEFTILDHAY hAERKZH
BUKRR., YLD T 7HEBEIHEEEEOEGEOTF AU T 4 EBFHEICZRIEFNZEPLP LT
WD EZEEEIEDHFT U, TOBICHEF—LAIF. WBEHNBERICEZDAEOHER Y —)LEFTE
LTWBZE. FUT, #FHEONU I -3 VA EBECHDIENSHHEEOIOI T MY
A ITEILL TSI ENBESHICIRY T U,

WelLiveSecurity 7’07525 [23]

ESET A/ N—tFa2 U5 1 BRILKR— b 2020 55 2 [UH |


https://www.welivesecurity.com/2020/05/13/ramsay-cyberespionage-toolkit-airgapped-networks/
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Availability: May.2016 — Aug.2016

EDUCATION

United States
Sep.2016 —Jun.2018

Columbia University (Expected)
M.S. in Urban Planning & Real Estate Development

Hong Kong Polytechnic University
BSc (HONS) in Geomatics with Specialism in Geo-Information Technology
GPA: 3.42/4.0 Ranking: 4/38 IELTS: 7.5

Hong Kong
Sep.2012 — Expected Jun.2016

University of British Columbia
Urban Design Summer Program
GPA: 91/100 Ranking: 1/70

Jul.2015 - Aug.2015

PROFESSIONAL EXPERIENCE

Summer Intern
Shanghai Construction Group

Shanghai, China Building
Jun. - Jul.2015

Assisted tracking the progress of construction projects and composed field observation reports to supervisor
Fast learned 3D modelling software Catia while new to it and helped with drawing of 3D models
Conducted a feasibility study on the siting of subway stations through literature and field studies
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https://www.welivesecurity.com/2020/01/31/winnti-group-targeting-universities-hong-kong/
https://www.carbonblack.com/blog/cb-threat-analysis-unit-technical-analysis-of-crosswalk/
https://attack.mitre.org/software/S0013/
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https://docs.microsoft.com/en-us/dotnet/framework/tools/installutil-exe-installer-tool
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https://www.welivesecurity.com/wp-content/uploads/2019/10/ESET_Winnti.pdf
https://twitter.com/ESETresearch/status/1258353960781598721
https://www.welivesecurity.com/wp-content/uploads/2019/05/ESET-LightNeuron.pdf
https://www.welivesecurity.com/wp-content/uploads/2020/05/ESET_Turla_ComRAT.pdf
https://www.welivesecurity.com/2020/05/26/agentbtz-comratv4-ten-year-journey/
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https://www.welivesecurity.com/2020/06/11/gamaredon-group-grows-its-game/
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.7 You can work at our headquarter or at
our branch office.
Do you have a US visa?
If you work for our company, we will give
you permanent residency in the United
States.
Our company is a defense company
with a contract with the US Department
of Defense, so if you work for our
company, you must sign a confidentiality
agreement.
| will send you our jobs and salary
information.(U.S DoD License)
This file is encryption by 7zip according
to U.S MIL Security Guide, so you can
only see the file in PC.
Please choose a job and salary in the
information file and let me know.
Keep it confidential.
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2020 FZE 2 WHEAD X /)NAX—)LDEHICEH U TIE. /IW\NESRRE—IaEH G >TeHDD., YILD T/ 2020 5 2 MHEHHIC R ) Y LiREEBN RS S IEE . FESNELBFX—IICHBIF B/ Y LADEEHRDEN > /-E

ZEELUCVWIRWR/INLAZZD, HS5DDIBEDRZEX —ILORMETN KN TVE T, RESNZR/N
LD2EEIF. FIPUFEAE DR T 15% #A UE LT,

TS5AT VNI VDESET DRINLAXHRY U 12— 3 VICERET DEIIC, AT —Ry M X—=)LH—
2ONAITIRETCEFA=IVD T 4 ILI U VT EINTWVBOEEEN DD TcH. DT —5 DEKZ IR
FBEFICE. RINAST T4 wIDOEEDNFHEREINTVWS CEEZEETDNENGD FT, 2L,
BESNER/INA NS T4 wIHRIOZ/NARERY U 12— 3 0ZOhELU CTWVWBDOEEEN DD E WL DEBE
&, ZDBHEOBEEIN SV EZRLTVET,

2020 58 2 U HR(CIRE S NSRBI X —)LD 13% LI EAKEN SEESNTH Y. EKEX—VDEER
WRICZVEE, BAR. R—Z2F bLO, JSVAERBR>TVERT, XEEOEZFECERN I
BT AXA—)UE. RINLEED7.8% ZEHKRUIce CDHDE. BBIFE LA 10 PEICSENTLEH D
JeMVIENTY DY —7ZBRNT, B 1THFHHEIFEICETOERT,

2020 55 2 IUHHAIE. BEN SEBSNICIRNTCOBEFA—IVEHBES B CRNLAMZRAEBLICE TS,
NhF A, BE. PIVEYFUN MY T T, EFESNILIRTOBEFXA—ILOFEDLUEZX/NLADEHT
WK Ulce INTODBEFAXA—IVHICHIT2R/NLDEIGHRICEN >cDlE. ML3. T35I)b, U Y
—PTHY . EESNILIRTCDEFA—ILD 3 D1 ENR/INAT UL 2

Fle. ESETDI A7 bODFmICK>T, BT —YICRIDELTVBDCEITFELTLESL, | . . — . .
AN EA—NEHEUCOBEFA— IV ESDSRESND N5, B~ IBFHIEAEECEHE  (-Jan-28200 1 7-Feb=2b208 - 7-Mar-20200 = etRer-2E2an 7-Maus2nze s redUn= 2020
NIFEMEEClEd W F A 2020 FEE 1 DUFEIH S 2020 FLE 2 TUEHID X ) VAR HER. 7 BREADBEI T4

3 =1 = — BOMS = ' .
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AFDBRICELDE. HTDIA—S—DBRAS—KIT/NAIAD/NAT—REF2 T ZKREICEHEALTVET,

AN—bTNARE ZLDHFE. B—DEF2UT A TV—UhBL BEA VI —TTAANDY
JLCANNADT—RTCREINTCVWBIEITTT . CDXRDIC/NRT—RIF. AXN—hT/NAZADEF2U
T A NRDEBERZENZIE->TWVWBICHMNDET, AFABDOI—T—N. BEXNGRIA TSI T«
RAZRMBLCHST. AN—hTNARAZBHIORNBLTA VI —y MIERULIEE. T 740D
INRAD—RZZEITBHREITSEDIFTDCENTECVIRVWKLD TIESETDIL—5 —BES5HERAF v F—
EI a2V BIESNTZ 2020 F5F 2 WD T —IF. AFv/ENC10 BEUET/NARDSH
HFENROIETFIF/NNADT— R ZFER U EZRULTVE T,

1 admin
2 root
3 1234
4 guest
5 password
6 12345
7/ support
8 super
9 Admin
10 ESS

FOZREINIZTI0 D loT DIEFFHED DB 7 DN, AIEFIT TR, DRU/NAT—RPIBERDIRKA L),
RI2lFTA LIRSS N—)VICEHELTHY . TNUE 2020 F5 1 WFEENSIEFEAEZR(EN DT E Ao

L <~y P10 [CA S e E—DIRSEM & CVE-2015-7248 [65] T UTce TilE. UTE— hOHEEHIE
DT NAADI——RZE/NRAT—RN\Y Y 1ZRBTED ZTEIL—F —DIRIFEICE|IU BTSN
RIS ERI T 9. EA13 DORSSMCDWTIE. 2020 &5 2 IHICELEESNETAT L,
CVE-2012-5687 [66] ' 17.7% EBDBRESNEIESETH Y, 2 DDIANY RA VI 1T 3 VDTS
4T d5 %D CVE-2014-8361[67] Hh°13.8%. CVE-2014-9583 [68] H' 7% TEDEITHENTWNET .

EARZRUO DI, 2020 55 2 TUHHAD b w 7710 DRESE4F TN T 2016 FLIRIICHEELICBDTT, TS,
0T DRBAR<EBLESNTORBVERRICE>THEY ARYT—PI—T—H/\Vy FOERISEBICH
fc). Ny FZBRATERN I LTV I EZRLTVET,

ESET (F. 2020 55 2 WHHAIC. W< DHDANY—hMR—A1Z 7
07 [69] ZrFAUE Ulce REFZRIEIFHIE. Homematic Central Control Unit (CCU2) [CfFEUL
THY, WBEFFFEHAEIT(Croot #ERET. UE—MDSI—REETTE. TNAREFDEDIRERI(C
BRI TRATEET,

v NDRZNBRBICOVWCTHABULIED

CUE-2012-5687 unauthorized access 17.7%
CUE-2014-8361 command injection 13.8%
CUE-2014-9583 command injection 7.0%

CUE-2014-1225 cross-site scripting 6.6%

CUE-2015-08554 unauthorized access 4.5%
CUE-2014-2962 unauthorized access 4.4%

CUE-2014-4019 unauthorized access

4.1%
CUE-2015-7248 unauthorized access 3.5%

CUE-2015-7254 unauthorized access A

CUE-2013-5947 unauthorized access - 2.6%

ESET DJL—5 —[E55ME R+ +F—F2 2 —/)UICK > TR NIZAESSIE ~ v 7710 (BRE S N/ZhEg514DEIE)

CDIEEEIF. BIEA VI —T 42007 7D bFIRZUIET 2 XTI UT RTINS A—=9D 1 DHEY]
CIRT —=TENTLRVEENRE T, COBSEHEICKY), HBEEFBEDOHZS I—RZHBAL. T
INAZADEEEE UV CERDY T)VINY RZERTI DT ENTREICER>TOER LIS,

ESET [&. eQ-3 @D Fibaro Home Center Lite [C. UT— FEEEHFOWEILICHERAIND TLS BS{EEK
HESUCEEL, SSHNNW I R7P&E{ER T D & ZOlgEIC T DEMDIBHIFEIT D EEFHKBUE
Ulco EBEIE. CDERDIIR/NNVIT R7ZHST/INA AND root 77 LRAZEETCEET,

Elko EP D eLAN-RF-003 DIHEFTILEZT A S UIRET A, TNARZA VI —R v MNIERIT D (Ffc
& LAN CHIFET 3) BEIC. EHOEABIRIENFELTHY ., BRTHDIZEN TN T U, 1&
HENEBEBEIIRDEDY) T, Web GUI IC HTTPS B#EACEEIC T T EATERVEEN DY . R:EE
MR TIFRL, OJA VEREHERNMERINT (L. IRTOIVY RERITTCEEFEIT, Fle. 1—H—
AELLOT A UIEDE DN ZHESRT DtE> (Twv 3 Cookie’ldE) MRIILTWVWET, CDE
PEEI =Y b6, INRAT— RPEBAERREDEE T —IDNRANT 28N DHH I FT,

ESET (&, BHOMEENMERH U T R TCOIESEMZ A —N—([CBRSELTHEY . INSOIEFEHEIFIFIFE
[ESNTVERT, fcfZU. —BBDMESS4IFIBH{LD Elko EP D eLAN-RF-003 7 /N A X ICKRIEEFEL T
W&,
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-7248
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2012-5687
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-8361
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-9583
https://www.welivesecurity.com/2020/04/22/serious-flaws-smart-home-hubs-is-your-device-among-them/
https://www.welivesecurity.com/2020/04/22/serious-flaws-smart-home-hubs-is-your-device-among-them/

FENTCTWVWBRTLEYT— 3y

S

" by . s . oo ® L !._ -

CESET [ ] Tr—SF m&dinat - 4
E— L — _J J blackhat AUGUST 1 - 6, 2020

l_ISA '—'l I'—'l VIRTUAL EVENT

ATTEND TRAININGS BRIEFINGS ARSENAL FEATURES SCHEDULE BUSINESSHALL SPONSORS PROPOSALS COVID-19 UPDATES

4 ; a " All times are PaC|f|cT|me (GMT/UTC -7h) i ,..".--' ~ et ..;-"
. "o o . >~ Sy - it ¢ * o I

| | e o . L AL i R | ’ . oy w® %
| | ALL SESSIONS - 3510@1.&» .xg'r Dt o b a %t Feleiga e ot Lg% 2 o 'vs o8
J AN LY P oKrUDk Serious VulnerabllltyAffected Encryption of Billion+ Wi-Fi Dewces‘h 'ﬁ "

& eI, T W
SPEAKERS S Al
Robert Lipovsky | Senior Malware Researcher, ESET 1 z "

Stefan Svorencik | Senior Detection Engineer, ESET

Date: Thursday, August 6 | 12:30pm-1:10pm
Format: 40-Minute Briefings
Tracks: { Network Security, (@ Hardware/Embedded

| | [
| ! 1/ % — Stantinko deobfuscation arsenal
I Vladislav Hrcka
—— 1 Date: Thursday, August 6 | 11:00am-12:00pm
1 Format: - New tool to be announced during Arsenal
Track: . Reverse Engineering

Session Type: Arsenal

Black Hat USA & Black Hat Asia
Krgok:10 {EELLED Wi-Fi 7/\+1 X DIES(EICE/E Y 3 E5R 5551 [70]

ESET @ Robert Lipovsky & Stefan Svorencik [&. Black Hat USA & Black Hat Asia DS D/ N —
FyILAY T 7LV AT K@Dk DFFBAICOWVWTCEHBLE T, Krddk (. 10 25D Wi-Fi
INA ADBSEICHET D EF 21U T 1+ DIEFFHETI, Robert & Stefan D7U—T 1 T T3,
C DIBFFEIC DV THIH TERE U TH BSOS MR - Fe BB sF Ml S FTIBEsR MRS NE T,

Stantinko DEEE{EY—ILEES 3 —)U [71]

ESET~NILD T 77 77HFURX I\O) Vladislav Hrcka Y. BlackHat USA C/N—F v )Ltwv >3 %B
L. Stantinko X)L T 77U —DERUTVWBRHETH LY —)LF v MIDOWTOONTIER%Z
MEULERT, HDEECTIE, 7)I/'?1777\ ) —DARD—F—DERL CULHE 7 O—0DF

ESET Research OEFYRIC KD 1Bk & T DB E DRI EDDICHIAL. ZORERE. BEOUN—ZATYI— 7Y
TFEEEFRACERVERICDWVWTCEHBEULE I,
aAnDEX ) #H A+ & R SR
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https://www.blackhat.com/us-20/briefings/schedule/#kr00k-serious-vulnerability-affected-encryption-of-billion-wi-fi-devices-20414
https://www.blackhat.com/us-20/arsenal/schedule/#stantinko-deobfuscation-arsenal-21025

Virus Bulletin > 7 7L > X
STFIFPXUBICBITBHYAL/N—SFIETE : TTP £HE T 3 IEFEH

2020 &M /N—F ¥ )L Virus Bulletin > 7 7 U ATl&, ESETNXILD 773U X R®D Jakub Soucek
& ESETARHEI Y =770 Martin Jirkal A5 7> 7 XU AICHIFB/NF270 bOA DIRIKIC DV TEF
ULSERBALFE T, N/Fo7 b0/ DT 7 —ETELFEL L DELENTESRSNTH Y. IESERB
DMREE(CHEELUTVBIREZHDICEHIALE T, Fie, 2020 £ITHREBESNEHF ULWVMEQ THS STV 7
XIS ARAL VB RUNIL MAVICHIEH CEEDNILD T 7 77— LTS &I(C
DWCHERHLE T,

XDSpy : 2011 FEH 5 BHTHEI DR E Bk 5 A H I IE D ICEfE S N TEJE(FH

2020 ED/N—F v J)U Virus Bulletin > 7 7 UV ATIE ESETN LDz 7 U —F v —ThH D
Matthieu Faou ®H D 1 DDHN HFEKXRINE I, Matthieu &, FI—0Owv/\. NILAVFEE, OV
POW DHDOHAFEREICW U TCERSINTE Y., 10 Ea<EBHEINBED > e A /IN—X/NA B TH
2 XDSpy [CDWTCEHBBULE T, XDSpy (. HRXEPEREKRENSLEITTRHRL, WSDOHDEK[BEZER
FEREN S DRENEZRI+HIT CEZBNELTHY ., COTAN—HBENMEER/NAELTDER
HAHP>TWVBDTENBHSNICIRUF U, ESET(E. TDF v+ R—=2VZECNECTERIDEB T o1
XDSpy WEfEL TS T EHREIHF UL,

YA/N—U X T HliR% LT B

ESET D =77 U—F 7T 1 O0—"C&b S Righard Zwienenberg (&. /N\—F + )L Virus Bulletin 1> 7 7
LY ADBRA >V TUI TV ABEDSHRICSIUERT ., COMECTIE. BERY M T—IANDUX
JZERIMET 2 EZZREEICREEINDABREBHICOVWTCEHIAL., BENT A /N—U X THiRZEF
BEL. Ry bD—=INDEE%ZH/IMEU. WEBIROENZIRHETDICHIC [TRECL] & [TDIXE
CldrWhLZ & ZBHu MM ULET,

Infoshare
Android I[CH(F3FE A0S D1 )L XBHEDER [72]

9 BI(C. ESETVXILD T 7 U Y —F v —0D Lukds Stefanko ', W—S 2 RCRESIND/N—F v )b
Infoshare CBEULE I, Lukds (&, FHELIOSF DAV AREED T v AH—. BRI ELIETZ T U,
TERIEER 7 PUREICKRD ITEL. FIBIOFIAIILRITEEL. 2020 FRIF(ICEMINIEIEFIEFR
Android DBRIC DWW CHIERULET . COBECIF. AU P CBRESNENYFIRILDO T PDTEY
A=y 3vzETV. N T2y IJEOI—Y—0OMmOIIMIFIAD DS ETHmEFEBE Iz Android
S LD T 7 OEECDOVWTHERBLET,

GoTech World
ITOPS EH A /N\—tF+1UT DL : 7 T79—20F~DKF [73]

JL—X Z 7 CTHfE NS GoTech World 2020 Tl&. ESETD ¥ =77 U Y —3F 7 £ O—® Righard
Zwienenberg A'. FAIOF IAI)RICKDOVII DI VEICEHLDI—T—PEgo>lcY 1A /\—t+2
)T 4 DEEUNICOVWTEHBLET, TOCERIEBEDIBRVWATT VI —INRBABITUIEIET., 3H
i, MEEEDRETCEF1UT A DEENEELUTUCH. S, EEEN S T 1 RAICER > EE(CHEE
DY NI—TONRNBUURIICESEINDOEEN DD EICOVTHERALET,
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MITER ATT&CK NDEREA

ESET DU —F v —I(& MITRE ATT&CK® [74] ICHEANICEBA L CLE T, MITRE ATT&CK® (&, T
A N—BEDEMTEFECREITD T LY IR—AThY, HENS 7T ATRETT,

2020 F55 2 TUHHA(C(F. ESET MER UL TOVK DO DIBEHRA ATT&CK L v INR—R[TEIEN
F Ul

= [V KD AT TUAD 4 HOFHLWVEB
» [Z)L—7] AT TURD 1 DDF LWLIENTIER

MITRE ATT&CK (&, B, BWEFEESSICEMICRS LT [75]. F L w IR—IEMHE L THEEL
CTWET, ESET Db EmENE. COFUWEED FCIRESNTWVWE T,

(VT bhox7] AT TUICESET AARAICEm U hUI(E. Attor (S0438) [76] TUTc. 1.
ESET AEE L= [77] Windows R—ZDR/SA FS5w kT4 —AT. AT AXY REFHAL. Ry hD—
J8EIC Tor Z{EAHIT S EN D, ESET(ETD Attor £ UFEUTee CDONILD T 71F 2013 FEHL 5
BRESND CEBR<TFEHUTWVER U, BEDZWIC U CTHEEZ DRIV A XTI BfzsH(C. O— RTJaE
BRTISTA VTP —FTIFvZREELTVET,

ATTRCK D [V T hH 7] AFTUICIE. Okrum (S0439) [78] ICEST 2T MU BEMSNE Ui,
ZNUE. Windows /N\w P R7ZTCHY, 3—0OvINEKRUTT V7 AU DDONRFBERZIZN & UeEBE
Db B;EENN 2016 FERFICRAICHWEINF Ufc, ESETE. CDNIWD T 7 I 7= U—EHAN—-I
24018 D Ke3chang 1> APTI5 (G0O004) [80] & DEBRZREFRZEEELFE L1z [79].

ESETHRH UV I hD 7] AT TUDIEBDI Y MUK &FHD/N— 3 D ComRAT (50126)

[81] DIFAEICEDLIEHRCTIT. NlE. BEDEHZHITCVWDIRHEWVWT A /NN=X/NAH#ED 1 DTH
% Turla (B4 Snake) MERLTWVWBE2 AT —IDYIVD T 7 TI, ESET DsHMBRIHT [33] (F. &
DEERE7ZE I 2HEE (G0010) [82] WMERTBDFEZFULSIEHET D L THRII>TVET,

ESET h ATT&CK (CE# LIBEDI Y (3. EENDHSY 7 ~™ 17 DEFENSOR ID (S0479) [83]
TY. TN WEESOHRTOEEIBEEE Y4 Ly MEEEL BFEA—ILVEREY—VpILAT «
FPTPHIY NERESEB/N\VF VT NOATT, ESETDUHY—F v —Id. DEFENSOR ID h' Android @
FPIEIEUT 4 H—EXZBAL, SFIERBEDHDEALEFTLTVD T EEBRHLFELE [10].

MITER ATT&CK [ Kk D &R aasHil

2020 EFHHICERBINDXRODE 3 ST KD MITER ATT&CK & G5FH [84] Tld. ESET DFBA
B ROBREBEEEN TR R EF T, COFHITIE. Carbanak/FIN7Z APT 7 )L—HMER UL TWLWSFE%E
B L. ESET F—/A& MITER ATT&CK F—ARHEETCTL v R (W) [ J)b— (FfH) F—LDEE)
ZERITUERT,

Carbanak/Fin7 APT Z)U—I3 X /NA 88 & AT )V A MAEERLUTCH Y. RT U, 85, 2.
V—Iv)VIVIZ U ITEMZERGEUTCVET, COT)IL—OENIEEE. &R#17. /\FE. TAEY
T A ZEFRREDRBERCHIIDDDERTCHY ., WEEHEEULUTPOS 77 ./0V— %@%HéLiE
%< HFRT,

Z DD EHA

2020 ££5 8. ESET [ IPYIDA D v1.5 [85] #JU—2Z L% Lfz. & 1Z IPython I Y —JL % IDA
Pro [C3ENIY D Python EREMDY U 1— 32 TY, SN v T — KTIE. Linux with Python M
AVAN=IVATUT ~DOFERICEET 2REMEIESNE Uiz, gtconsole v47 DEH/N—J 3> EDE
WEMEESN., IV —)LZQELREEITEN—RILDISvI 192N\ TZEBIELET U, e,
README [CXTU—YF v FF v EEIMUL. PyPl DBEEHELTVET,

| ] .‘ . IDA vw7.4.191001
Y ¢« A ® & o« O = Nodebugger v A & H

|| 1]
-||III_IIIIIIIIIII|-II --II|I||||II- I°] {1 1] v

» I8 IDAView-A  x B Hex View-1 ® Structures *B  Enums x B8 Imports % Bl Exports
4 rFunctions window 2l (=
Function namea ‘ . loc_CE40: . ; EB%BEgDE XREF: main+DE+3]
mov ri4, cs:gwor
H sub_9c20 add = -
K sub_9c30
s loc_CE4B: ; CODE XREF: main+B&+j
sub_9C40 ®  text:00000008000BCELR mov rdi, [rbp+rbx+0]
sub 9CE0 . add 14, rbx
- call sub_ 4AA3B
Line 2098 of 2098 0000CE4B 000000000000CE4E: main:loc CE4B (Synchronized with Hex View-1)
Bl = | Output window % Fﬂ IPythaon Console

Jupyter QtConsole 4.5.5

Python 3.7.3 (default, May 24 2819, 18:21:06)

Type "copyright', "credits' or 'license’' for more information
IPython 7.8.@ -- An enhanced Interactive Python. Type '7' for help.

In [1]: idaapi

In [2]: idaapi.get_bytes
idaapi get_bytes args
gmb_flags=0x@1) ->

get_bytes(ea, size, PyObject *

Get the specified number of bytes
@param ea: program address
@pargm size: number of byt to return
@return: the bytes (as str), or Mone in case of failure
AApplication fIDA Pro 7.4/idab4.app/Contents/Mac0S5/python/3/ida_bytes.py
function

of the program.

In [3]: idaapi.get_bytes(@xce4d, 1@)
b' L\xBb5Sah\x8d* \x@@H\x83\xc3"'

In [4]: idaapi.get_kernel_version()
'7.4'

In [5]: idaapi.get_func

get_func get_func_bits get_func_bytes get_func_cmt  get_func_num get_func_ranges
get_func_bitness get_func_by_frame get_func_chunknum get_fumc_name get_func_gty get_func_trace_optiens

All: idle Dawn Disk: 24GB

IDA Pro @7 (C#E& S 1/z ESET @ IPython 3>V —)b
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https://attack.mitre.org/
https://medium.com/mitre-attack/attack-with-sub-techniques-is-now-just-attack-8fc20997d8de
https://attack.mitre.org/software/S0438/
https://www.welivesecurity.com/wp-content/uploads/2019/10/ESET_Attor.pdf
https://attack.mitre.org/software/S0439/
https://attack.mitre.org/groups/G0004/
https://www.welivesecurity.com/wp-content/uploads/2019/07/ESET_Okrum_and_Ketrican.pdf
https://attack.mitre.org/software/S0126/
https://www.welivesecurity.com/wp-content/uploads/2020/05/ESET_Turla_ComRAT.pdf
https://attack.mitre.org/groups/G0010/
https://attack.mitre.org/software/S0479/
https://www.welivesecurity.com/2020/05/22/insidious-android-malware-gives-up-all-malicious-features-but-one-gain-stealth/
https://medium.com/mitre-attack/announcing-2020s-attack-evaluation-6755650b68c2
https://github.com/eset/ipyida
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[CEDVTWVE T, FICHESNTLRLEY ., TNEDT—YFRENER ST Sy b T+ —LARlIC
FE>2CTHHT. BT /NARTCBEREINICEE URVERDHNZETNK T,

NHDTF—9F. EREBOZRICEET 3 IEHRODMEZERKRILT DcH. ROICEAZEFNT D6 (C
BIEICAIBEINTWVET,

5. AR TSSY T —LEBEDEIYIVE [FUFPRIAT—] BTV 3V TREHINT
VWBEEEBRNT. INSNDTF—ITRHEZELL BV FUs— 3 (PUA) [86]. BHEHICHERE
Z7Ug—232[87]. BKU7 RO 7DEERHBEATNTNET,

AUR—FDEFEAEDT ST (F, U TEFR<, BEEAZRULTVET ., TOLDIBRRRZITD
CLVDFERBHE. FEHDTLUXRIT =Y EEEEERT DIHFEICT —YICDVNTES TS HREREZ
EPTVHTY, I2feL. BmCHDEBONBFEIE. EIHMEXCIFHEHZRRLTVET,
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https://help.eset.com/glossary/en-US/unwanted_application.html
https://help.eset.com/glossary/en-US/unsafe_application.html
https://help.eset.com/glossary/en-US/unsafe_application.html
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[1] https://www.welivesecurity.com/2018/06/07/invisimole-equipped-spyware-undercover/
[2] https://www.welivesecurity.com/2020/06/11/gamaredon-group-grows-its-game/

[3] https://github.com/LOLBAS-Project/LOLBAS/blob/master/README.md

[4] https://securelist.com/apt-slingshot/84312/

[5] https://medium.com/@gorkemkaradeniz/defeating-runasppl-utilizing-vulnerable-drivers-to-read-
|sass-with-mimikatz-28f4b50blde5

[6] https://www.eset.com/jp/blog/welivesecurity/digging-up-invisimole-hidden-arsenal/
[7] https://www.welivesecurity.com/wp-content/uploads/2020/06/ESET_InvisiMole.pdf

[8] https://www.welivesecurity.com/2020/04/22/serious-flaws-smart-home-hubs-is-your-device-
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