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neadtechnoloy  Speaker — Andris Soroka
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20+ yearsin IT, 15+ yearsin IT Security

Founder of largest vendorindependent ?gum’__@
conferences in Baltics (Digital Era, DSS ITSEC)

De Novo g
Speaker in many international conferences Ta Himeyyypi

“tr:i, 7

Hi DR piwenns 3 npocs

Member of ECSO, ENISA Awareness Raising 4 PO ram

Community, Latvian IT Association etc. ro Hivewanyi

Worked as vendor, integrator, reseller, distributo,, mu seme.

Organized Latvia’s 1st external export / trade
mission with national expo stand at Infosecurity

Europe corporate
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Infosecurity Europe 2022 (London, UK)

Cybersecurity Forum 2022 (Katowice, Poland)

Moldovaroadto EU conference 2022 (virtual) /\

LEARN SHARE

Ukraine CSO&CISO forum 2022 (October, Kiiv)
RSA Conference 2023 (San Francisco, USA) ’\_/
Thinkln 2023 (Copenhagen, Denmark)

PenteraCon 2023 (Munich, Germany)

LV ES Digitala nedela 2023 & many more partner events accross EU

CyberWeek 2023 (TelAviy, Israel) corporate

presentation



We are up against 3 sophisticated adversaries
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headtechnology Where are we now?

Motive

CONFIDENTIALITY

INTEGRITY AVAILABILITY

Competitors, hacktivists

Organized crime

Insiders

) ®
- ] Revenge
[ ®

Script-kiddies or hackers

)% attacks are financially motivared

corporate
presentation
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* 90%+ are automated attacks

e 8 trillions total economy «worth»
(G7 top3)

» 85%+ of incidents involve human
factor

* 61% of attacks involved valid
credentials

* Microsoft reports that 80% of Azure
users havent activated MFA..

* 65%+ victims notified by external
parties

* More than a half of incidents are
detected days, weeks, months,

years after event... Phishing

= attacks

* |FDETECTED AT ALL!

corporate
presentation




ﬁgéqgﬂemgpgggogy Reality check ..

DO

e Continous cyberwar (Ukraine and geopolitics)

* Cybercrime as a Service (financial motivation) &
Darknet/Deepweb business (KPI’s, sales, marketing
etc.)

* Business Email compromise - phishing, fraud, scam,
spam (payroll, invoice, attachements etc., ~156000
per day, 1h 12minutes to become a victim..)

* Denial of Service Attacks (push bombing too)

» Sophisticated targeted attacks (kill chain etc.)

* Botnets, bots, zombies

* Al (80%+ of all attacks are Al driven)

* |oT/OT (in)security & attacks on everything «smart»

* Critical infrastructure

e Intelectual Property Theft

* Personal (any) data issues & reputation attacks

This had got nothing to do with size of country,region, 2
. . . . . n
enterprise, private or public person, organization, ;f% o'the,

e e COTPOTatE
presentation
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headtechnology Goal and measures

We don’t want to be vulnerable, we dont want to be at risk.
* How do we measure that today? How often?
e Firstis the drive, motivation, curiousity, penalty?

* IT Audit (own, external?)

* Compliance standards audit and certification

* Vulnerability management

* Compliances (industry, country, GOV, regulator,
internal, frameworks?)

* Pentests (how often, how wide/deep, costs)

 Own red, blue, purple, white, LGBT team

* Managing own security stack (AV, FW, VPN, antiSpam..)

e Outsourced and maybe even insured (SOC, MSSP etc.)

* Acknowledge risks.. (have faith and other voodoo stuff..)

corporate
presentation
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Some constraints

Computer Security Career Paths

Computer Securi
Forensic Analyst Hacker
Forensic Lab Director Criminal
Chief Security Official Convict
v v 2

20 Years
Years Highly-Paid Security Consultant || (14months
with good
behavior)

TechnicallyFunny.com |

INTH!S CORNER W HAVE
B FIREWALLS, ENCRYPTION,
LI ANTIVIRUS GOFTWARE  ETC.
= AD WN TS CORNER,
W WAV Dave /!

corporate
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Few more constraints

Too many standards, everything is changing too fast.

Standards are outdated.

Too many technologies and marketing attacks are
sophisticated.

Lack of HR. They burn out, change, are headhunted.
Decide to work as dealers.

Integrators stick to few vendors and push only them.

Too much information or too much trust.
Geopolitical issues.

Economic issues. Expensive. Everything.
Lack of political drive.

Bad experience. Lack of trust.

No knowledge and experience to restructure
spending.

Bureaucracy.

No chance to control what is happening.
Vendors buy each other.

Crazy employees..

Cybercrime Expected To
Skyrocket in the Coming Years

Estimated cost of cybercrime worldwide

(in trillion U.S. dollars) 23.82
20.74
17.65
14.57
4
2= 11.50
o —
S — 8.44
5.99
2.95
oo il [
2018 2019 2020 2021 2022 2023 2024 2025 2026 2027
As of November 2022. Data shown is using current exchange rates.
Sources: Statista Technology Market Outlook,
National Cyber Security Organizations, FBI, IMF
statista %

e (O POrate.
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Cybersecurity made in Europe. ECSO/ENISA stuff.

Certifications of technologies. EAL/CC etc.
Price / performance. Restructure budgets. : e 5t =<
Prevention/proactive vs Reactive/IR

Al / ML / DL empowered.

Game changer.

Trust but take back the control.

For ransom?

Market analysts. Threat Frameworks.

o
money shouldnbudae{' X ‘"

Innovative!

corporate
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* ENISA CYBERSECURITY MARKET ANALYSIS FRAMEWORK
V2.0 (March 2023)

* Hype Cycle for Security Operations (July 2023)
 MITRE ATT&CK® Matrix for Enterprise (ongoing)

* NIST ZERO TRUST Architecture Technology
Partners/Collaborators (ongoing)

* A Deep Dive Into The Forrester Wave™: Zero Trust Edge
Solutions, Q3 2023

* |SACA, SANS Institute, Ponemon etc.

* Largest industry events — RSA, Defcon, Blackhat, B-Sides,
Infosecurity etc.

ey CO"POrate.
prese Nntation
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Automated Cybersecurity Validation Platform — PENTERA
e ZERO Trust (SDP/ZTNA)

e (Multi-) Cloud Security C

* Supply Chain Security (APl as well)

* Reputation checkups (various)

* Quantum anything

* |oT/OT/Smart security (including medical and specific)

* Deep-Learning (DNA of malware)

* Various browsers, biometrics, behavioral solutions.

corporate

- presentation
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Hype Cycle for Security Operations, 2023

Digital Forensics and
Incident Response

External Attack Surface Management > Breach and Attack Simulation

Identity Threat Detection and Response ()/ XDR
Penetration Testing as a Service

Endpoint Detection J
and Response

) Managed SIEM Services -

Z
CAASM
=]
- CPS Security () .
<€ Automated Penetration Testing ¢ SEM Vulnerability Qs_sessment
B and Red Teaming Technology () Digital Risk Protection Services - '_____.....-—-—-——'—\_3'
w
o
>
(WW]

Exposure Management

Automated Security

Control Assessment . Vulnerability Prioritization

\ Technology
(Y NDR
_ / L Threat Intelligence
hJ Products and Services
: OT Securi
Generative Cybersecurity Al MDR Services chrty
. SOAR
Cybersecurity
Mesh Architecture As of July 2023
Innovation Peak of Inflated Trough of Slope of Plateau of
Trigger Expectations Disillusionment Enlightenment Productivity
TIME

Plateau willbereached: © <2yrs. O 2-5yrs. @ 5-10yrs. A >10yrs. & Obsolete before plateau

corporate
presentation
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MITRE Framework

Reconnaissance Resource Initial Access Execution Persistence Privilege Defense Evasion Credential Discovery Lateral Collection Commandand  Exfiltration Impact
Development Escalation Access Movement Control
10 techniques 7 techniques 9 techniques 12 techniques 18 technigues 13 techniques 42 techniques 16 techniques 30 techniques 9 techniques 16 techniques 9 techniques 13 techniques
Acquire Drive-by Abuse Elevation Abuse Elevation Adversary-in- Exploitation of Adversary-in-
Infrastr s Compromise Control Mechaniam g the-Middle = Remote the-Middle 5
Services
T Brute Force 4

Compromise
Infrastructure 5,

roug|
Removable
Media

Supply Chain

Process 4

ohen
; Internal
Spearphishing

Credentials

BITS Jobs

Build Image on Hoat

Debugger Evasion

Decbfuscate
Files or Inform.

orge Web

Credentials

Debugger Evasion

Domain Trust
Dis:

Event Triggered
Exscution ;=

very
File and Directory
Permis:

Communication
Through
Remaovable

Disk Wipe 2,

MITRE ATTECK relationships

Endpoint Denial of
Service 4

Netwark
Medium 1y,

Firmware
Corruption

o Cl
Account

related to

Adversany Group

+| Attack Pattern | i io. Technigue

relsted te:

el

s

Ma‘mam:j I(.‘uume ufm:ﬁon]

Modify
Authentication
Process 5,

Input
Capture g

Screen Capture

Video Capture

Modify Registry

Modify Syste
Image 3

Process Inj

CYBER K

AMOND MODEL

4
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Cybercommando’s Meetup 2023 partners and participants {@} ™
#Deepleamiing; REA2
TOPICS
#XDR 4+ parallel sessions and workshops

Proactive Cybersecurity based on Ai & Deep Learning
DOosS, botnets and cyberwar

CyberPsychology and hacker's mentality

Zero Trust Principle and ZTNA

SIEMs/SOARS/XDR's

Cyber Security Technocentric Market

EU NIS2 meets EU GOPR

Data Classification and Data Leakage Prevention
Automated Cybersecurity of Internet of Everything
Continous Cybersecurity Validation
Whitebox/Blackbox and Greybox hacking

#MalWare

{CyberWar

RIGA | 2023

{1
{3
{3
{1
{3
{3
{}
{}
{}
{}
{3

SPEAKERS

ATTA Centre, Riga, Latvia

Annual Conference, Expo & Workshops
OCTOBER 26, 2023

BROUGT BY

) - Franck Bernard ~ Mathias Widler Michael Soukonnik  Steve Smith Arnis Puksts
+ DIGITAL FUTURE r ) > s ) N
. "EVENTS Logpoint Deeplnstinct Radware Pentera COPR

PLATINUM PARTNERS

800 y . B , o 1 . {
headtechnology <) FORESCOUT ' LOGPOINT  d=spinstinct pn | ‘

SPONSORING AND SUPPORTING AUTHORITIES 4

VA N
({(yrtarvest I PENTERA OT8 Jocrnsgs <7 STEUAR  gopaate (Veriato) Andris Soroka Andrejs Egils Rupenheits Richard Stenthon Valerijs
= © e ® HeadTechnology ~ Konstantinovs ESET IT Harvest “ngbS’E“B":k's
: caurumilv !
Oonespan__ B rradware wwsea @
CERT.LY, -

SateRot 1?'*“,:_:_-_:“ # ITEKSPERTS A SFmsuumsn.
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Thank You For Your Attention!
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Andris Soroka
Director CEE & Baltics
Headtechnology Group

Mob: +371 2 9162784

Andris.Soroka@headtechnology.com
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